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Motivation = Vi ahl

The power supply voltages on a chip can fluctuate on
fine timescales (nanoseconds). Voltage transients.
Very hard to observe

Malicious transients can be a security risk. Secret
information can be obtained with voltage glitch
attacks

Natural transients cause inefficiencies. Typically,
supply voltages are kept high to compensate for
droops. Burns extra power.

Related work has not fully addressed problem. Built-
in A/D converters are not quick enough for ns-scale
effects. Ring oscillators also not quick enough.

Need new methods of quickly detecting and reacting
to voltage transients in FPGAs
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Proposed solution = CiViterbi

Deploy delay sensors with very high sample rates
(500M samples/s) using digital logic in FPGA fabric.
Pair a delay line with a time-to-digital converter.

By measuring ns-scale changes in delays, ns-scale
changes in voltage can be inferred
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Methodology for generating . viters:
ns-scale voltage transients
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Kintex-7

FPGA Editor views for a design mapped to Xilinx
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Sensor basics
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Results: example sensor USE e
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Voltage transients can be very quick: initial droop in
~2ns. Not detectable by existing methods in FPGAs.

e In extreme cases, undershoot can be huge: >30% of
VCC

Overshoot also a problem: >14% of VCC

Detection and characterization of transients is needed
for optimization, hardware protection, privacy

Presented approach can:
1. Achieve sample rate of 500M samples/s
2. Provide insight into voltage dynamics

3. Help detect & react to anomalies within
nanoseconds
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USC Timing diagram USC Viterbi

clock
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voltage undershoot voltage overshoot
Measured bin # 34 41 48
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USC  Time-to-digital converter S5t
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USC Overhead of sensor o Miterh

Resource (Xilinx 7 Series) Utilization
Slices for delay line 1

Slices for TDC 16

Control register bits 32

Clocks 500MHz, 100MHz
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Results: range of sensor
values vs. size of event
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Size of simultaneous switching events

Range of sensor

values
0 (only nominal system activity) 11 bins
1% of K7 (100,000 PIPs) 15 bins
3% of K7 (300,000 PIPs) 22 bins
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